Lecture 15: Man in the Middle Attack to get Passwords from HTTPS Sessions

IHow HTTPS Works

HTTP v. HTTPS

HTTP doesn't encrypt data at all
1.
2. Completely insecure

HTTPS uses public-key encryption to secure data

You can sniff traffic with Wireshark, ettercap, etc.

3. Much safer, but it can still be cracked to some extent by a man-in-the-middle attack

Components of HTTPS

When you use a secure

session (HTTPS), these <

ARP

protocols work together:

<

DNS

4. Address
Resolution
Protocol (ARP)
Domain Name
System (DNS)

5.

Client

SSL/TLS

Gateway Gmail.com

6. Secure Sockets Layers (SSL)

ARP Request and Reply

Client wants to find Gateway

ARP Request: Who has
192.168.2.1%

ARP Request

ARP Reply:
7. MAC: 00-30-
bd-02-ed-7b has
192.168.2.1

Client

<@ -

Gateway

ARP Reply

Gmail.com

Demonstration: Sniffing ARP with Wireshark
Start Wireshark capturing packets
Clear the ARP cache
8. arp-d*
Ping the default gatewayl

Destination
Broadcast
Supermic_82:11:bc

Source

Supermic_82:11:hc
BelkinCo_0Z:ed:7hb

Protocal

ARP
ARP

Info

who has 1%92.168.2.1% Tell 192.188.2.258
EBTIeRITL 15 at 00:30:bd:02:ed:7h

DNS Query and Response

Client wants to find
Gmail.com

DNS Query: Where is

DNS Query

Gmail.com?

Client

DNS Response:
9. Gmail.com is at
64.233.171.83

Gateway

DNS Response

Gmail.com

Demonstration: Sniffing DNS with Wireshark
Start Wireshark capturing packets
Clear the DNS cache
10. ipconfig /flushdns
Ping Gmail.com

Page 1 of 3
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Source Destination Protocol | Info
o o e e A el Dol DME standard query A gmaidl.com
B s el Az el DME standard guery response A 64.233.171.83
SSL Handshake
SSL handshake has three
Stages:l ‘ Hellos
11. Hellos Cert, Key Exch & Auth
12. Certificate, Key k.
Exchange, and Chg Ciph Spec
Authentication <
13. Cha}'nge cipher Client Gateway Gmail.com
spec” —
handshake finished

The Gateway just forwards all this traffic to the Web server
Demonstration: Sniffing SSL. Handshake with Wireshark
Start Wireshark capturing packets
Open a browser and go to yahoo.com
Click the My Mail button

Source Destination Protocol | Info
152.168.2.28 20%.73.168.74 TCP 1180 = https [SYM]| Seg=0 Len=0 MS5=1460

Hand 209.73.168.74 102.168.2.28 _TCP__htips > 1150 [Svi, Ack] Seq=0 ack=L win= 65535 Ls
] 2 -:1 i | Ak 1 Ack=] =] =

Hand — these three packets are the TCP Handshake, which happens before the SSL handshake
Hello — these two packets are the Hellos, which start the SSL handshake
Key — these packets perform the last two stages of the SSL handshake:

14. Certificate, Key Exchange, and Authentication

15. "Change cipher spec" — handshake finished

Open a Socket to Port 443
This is the usual SYN, SYN/ACK, SYN TCP handshake
Port 443 is used for HTTPS
Hellos
Client Hello
Server sends Hello
16. This exchange is used to agree on a protocol version and encryption method
Certificate, Key Exchange, and Authentication
Server sends Certificate
Client sends Public Key
Client Authenticates Certificate with Certificate Authority (not visible)
Change Cipher Spec
Server sends "Change Cipher Spec"
Client sends "Change Cipher Spec"
SSL Handshake is done, now client can send encrypted Application Data
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Summary of HTTPS Processl
SSL handshake has three stages:
17. Hellos

18. Certificate, Key Exchange, and Authentication
19. "Change cipher spec" — handshake finished

Man-in-the-Middle Attack

ARP Cache Poisoning
The Linux utility 'arpspoof’
sends a constant series of
ARP REPLIES
This diverts Ethernet traffic to
the hacker
20. Part of the 'dsniff'
packagel 2
DNS Spoofing <
The Linux utility 'dnspoof’ =
listens for DNS queries
Sends DNS responses sending
Web server data to the
hacker
21. Part of the 'dsniff'
package
IP Routing
'fragrouter' can forward

Hacker

Client

Summary of Attack

« Hacker intercepts
traffic

« Must defeat ARP,
DNS, and SSL

./’

1L

Gmail.com

packets to their correct
destination
That allows normal Web surfing (HTTP)
22. Part of the 'dsniff' package
23. This could also be done with 'iptables'
SSL Spoofing
'webmitm' creates a Certificate and intercepts SSL
handshakes
24. Part of the 'dsniff' package
Limitations of the Attack
The SSL spoofing is not perfect
You can't actually log in and read email
25. Internet Explorer sends your password
to the hacker before giving up on the
connection
26. Firefox doesn't send your password to
the hacker
Sources
Hacking videos from link 1 15b
27. How to decrypt SSL encrypted traffic

yourname@s214-01lu:~$ cat webmitm.crt

————— BEGIN RSA PRIVATE KEY-----
MIICXAIBAAKBQODIyX/1ZRyoEF9RRzg+boHIPGXbgmFtIYaAr611mfCMj rDzPBSA
j+GIv1DhuOXajhkwCEX/UzCBnZtajhRd4hhCM2jMo5N2085Swzo04XH+Fc@YeFqEr
iDjBy/gepNfg5HaXuogILjBCjvMOySUaI9Ez5eUIUobhHpdyBpHBpvCEPOIDADAB
AoGBAKs /KB1DvBgdHOdbbc@i940z8bViZtABINOToEErbWu7xQwKU5yS/ rIP4ZB0
XDMomNOckdrnTKj jWm51wWwW97a11xHb4spd/1D0OPxV2FBw2m8yhgCV1uBZH/ r20Bj
GBojCNpsVyqtg+zFrodf4MVOCadqkB8SR/LWeDRrGiTcTtR4BAKEABQVTAKTq54U7
JWOgSvWb+mGi0yvkHr5p5ICcLVB8oa9IELAXGNgBsxbCUTLQEZDLU+7mzhkBwSPxT
8DmCTW2KQQIBANVxHCEZxaGpHtu+BOBFBTEQWhpNdHmMPYjNAS raHid/ycE+GLBXg
9p0YTUuudWkggpg65I1AirCOwUs3Yay IMPOCOBNOMKAwx21BK5mL j hOgry t+XLwM
1lywmjKd1STSNkcN8MytXZATbK7OnZ1j05zpgIHTEXWbaTOMLs j3hBTI14ECQFob
Ndd2XNOBhRB5abA91YK+R3uBIWHIHDjo4ElkcYukart3xhabcP5SWOBNgUajC2780
Zbp3r9UXTwyl5bw] 8rUCQFTvX4V0Q4o]jeuKEVa6HQTxaB8DgYHmUnSLtUalg6HBVC
trTodtsLzCwIfg/LEbFb4aFYNPoVCsx1Pc4WlIxQ2IUU=

————— END RSA PRIVATE KEY-----

MIIChTCCAe4CCQDbuBrKeISeojANBgkqhkiGOwBOBAQUFADCEL]ELMAKGALUEBhMC
VVMxCzAJBgNVBAGTAKNBMRYWFAYDVOOHEW1TYW4gRnIhbmNpc2NvMOBwWCWYDVOQK
EWRDOQ1INGMREWDWYDVQOLEWNDTKLUIDEYMZEQMA4GAIUEAXMHUIR1ZGVUdDEEMBWG
C5qGSIb3DQEJARYPC2Ivd2510GN] c2YuZWRIMBAXDTAIMDUxMzZIxNDUZN1oXDTAS
MDUxMjIxNDUzN1owgYYxCzAJBgNVBAYTALVTMOswCQYDVQQIEWIDOQTEWMBOGALUE
BxMNU2FuUIEZyYWSjaXNjbzENMASGAIUEChMEQBNTR jERMABGATUECKMIQO5IVCAX
MjMxEDADBgGNVEAMTBINGAWR1bnOxH]AcBgkghkiGOwBECQEWD3Nib3duZUB]Y3Nm
LmVkdTCBnzANBgkqhkiG9wOBAQEFAADE jO0AwWgYKCgYEAyCl/5WUcgBBTUUCEVMER
/Tx1241hbSWGgK+pZZnw] I6wBz900QI/hil504b]1204ZMARF/ 1MwgZ2bWodUXeIY
0jPYzKOTdjtEsMBKOFx/hXNGHhahK4g49Mv4HgTX40R217qICCAwDo7zPck1GiPR
M+ X1CFKGARGeMtKROKbwhDOCAWEAATANBgkghkiGOWBBAQUFAADBGOCLT71PoNxsk
VS5J6DXjHISILhRoSTISV41Et8ejsaXd8GUY0ikxYkdz4118)3joKpg+CROy7etE
I14h458r9sDysmOQuqurBZf33IJgplGlPan06LONOEFEOMYG54veeEDNBTGS06VES
N2vgEkz/qsCtnidnkVvmP9ILV748HCBnYg==

————— END CERTIFICATE-----

using a man in the middle attack (Auditor).swf

28. MITM Hijacking.wmv

SSL Handshake information from 1_15a (cs.bham.ac.uk)

Last modified 5-11-09
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